MAT519 - CRYPTOLOGY | - Fen Bilimleri Enstitlisti - Matematik Ana Bilim Dali

General Info

Objectives of the Course

The aim of this course is to comprehend the mathematical foundations of encryption and decryption processes by examining classical and modern cryptographic
techniques, their cryptanalysis methods, and the relevant numerical algorithms.

Course Contents

The Shift Cipher, the Substitution Cipher, theAffine Cipher, the Vigenere Cipher, the Permutation Cipher, the Stream Cipher, the Hill Cipher, Cryptanalysis of the Affine
Cipher, Cryptanalysis of the Substitution Cipher, Cryptanalysis of the Vigenere Cipher, Cryptanalysis of the Hill Cipher, Cryptanalysis of the LFSR Stream Cipher,
Euclidean Algorithm, Chinese Remainder Theorem, Other Useful Facts, RSA Cryptosystem, Legendre Symbols, Jacobi Symbols, Solovay-Strassen Algorithm, Miller-Rabin
Algorithm, Square Roots Modulo n, Pollard p-1 Algorithm, Pollard Rho Algorithm, Dixon's Random Square Algorithm, Factoring Algorithms in Practice, Computing Euler
Phi Function, Decryption Exponent, Wiener's Low Decryption Exponent Attack and the Rabin Cryptosystem, Partial Information Concerning Plaintext Bits, Optimal

Asymmetric Encryption Padding

Recommended or Required Reading

Stinson, Douglas R., Cryptography: Theory and Practice, Chapman and Hall/CRC, 2005.

Planned Learning Activities and Teaching Methods

Recommended Optional Programme Components

Instructor's Assistants

Presentation Of Course

Dersi Veren Ogretim Elemanlari

Dr. Ogr. Uyesi Hayrullah Ozimamoglu

Program Outcomes

1. Define and compare classical and modern cryptographic techniques (Shift, Substitution, Affine, Vigenere, Permutation, Hill, and Stream ciphers).
2. Apply cryptanalysis methods (Affine, Substitution, Vigenere, Hill, and LFSR stream ciphers) to evaluate the security of encrypted texts.
3. Analyze encryption and decryption processes using fundamental numerical and algebraic algorithms (Euclidean Algorithm, Chinese Remainder Theorem, Euler Phi

Function, Pollard and Dixon algorithms).

4. Evaluate secure key generation and encryption strategies in practical applications using number-theoretic and probabilistic algorithms (Legendre and Jacobi

symbols; Solovay-Strassen and Miller-Rabin tests).

5. Comprehend the mathematical foundations of modern asymmetric cryptosystems, such as RSA and Rabin, and perform encryption/decryption processes.
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The Shift Cipher and the Substitution Cipher
The Affine Cipher, the Vigenere Cipher and the Hill Cipher
The Permutation Cipher and the Stream Cipher

Cryptanalysis of the Affine Cipher and Cryptanalysis of the Substitution
Cipher

Cryptanalysis of the Vigenere Cipher, Cryptanalysis of the Hill and
Cryptanalysis of the LFSR Stream Cipher

The Euclidean Algorithm and the Chinese Remainder Theorem

Other Useful Facts and The RSA Cryptosystem

Midterm Exam

Legendre Symbols, Jacobi Symbols and the Solovay-Strassen Algorithm
Miller-Rabin Algorithm and Square Roots Modulo n

the Pollard p-1 Algorithm and the Pollard Rho Algorithm

Dixon's Random Square Algorithm and Factoring Algorithms in Practice
Computing Euler Phi function and the Decryption Exponent

Wiener's Low Decryption Exponent Attack and the Rabin Cryptosystem

Partial Information Concerning Plaintext Bits and Optimal Asymmetric
Encryption Padding
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Matematik Ana Bilim Dali / MATEMATIK ( YUKSEK LISANS - TEZLI ) X Learning Outcome Relation

P.0.1P.0.2 P.O.3 P.0.4 P.0.5P.0.6 P.O.7 P.O.8 P.O.9 P.O.10 P.O.11 P.O0.12 P.0.13 P.0.14 P.O.15 P.0.16 P.0.17 P.O. 18

LO.15 5 5 5 5 5
LO.25 5 5 5 5 5
LO.35 5 5 5 5 5
LO.4 5 5 5 5 5 5
LO.55 5 5 5 5 5
Table

P.O0.1: Analiz, Uygulamali matematigin, Geometri ve Cebirin baz alt toerileri hakkindaki temel teoremleri yeni problemlere uygulayabilir.
P.0.2: programciktisi 2

P.0.3: Matematik, fen bilimleri ve kendi dallari ile ilgili konularda yeterli alt yapiya sahiptir ve bu alanlardaki teorik ve uygulamali bilgileri
jmatematik problemlerin ¢ézimleri igin kullanir.

P.O.4: Bilimsel, matematiksel diistinme yetenegi kazanabilme ve ilgili alanlarda bu bilgiyi kullanabilme.
P.0.5: Bilimsel, matematiksel diisiinme yetenegi kazanabilme ve ilgili alanlarda bu bilgiyi kullanabilme.

P.0.6: Temel matematiksel beceriler (problem ¢ézme, akil yiritme, iliskilendirme, genelleme) ve bu becerilere dayali yetenekler edinebilme.
(Rasyonel distinme teknigi kazandirabilme)

P.0.7: Bilim ve teknolojideki gelismeleri izleme ve kendini sirekli yenileme becerisi kazanabilme.

P.O.8: Bilgiye erisebilme ve bu amagcla kaynak arastirmasi yapabilme, veri tabanlarini ve diger bilgi kaynaklarini kullanabilme becerisine sahip
olabilme.

P.0.9: (Calisma hayatinda etik sorumluluklarin gereklerini yerine getirebilme.
P.0.10: Bilim tarihi ve bilimsel bilginin Gretimiyle ilgili bilgi edinebilme.
P.O0.11: Elestirel ve yaraticl digsiinmenin ve problem ¢ézme becerilerinin gelisimi icin uygun ydntem ve tekniklerle etkinlikler diizenleyebilme.
P.0.12: Calisma hayati ve sosyal yasam ile ilgili konularda bireysel ve takim calismalari yapabilme.
P.0.13: Alaniile ilgili konularda distincelerini ve konulara iliskin ¢c6ziim dnerilerini yazili ve s6zIi olarak aktarabilme.
P.0.14: Matematiksel bilgi birikimlerini teknolojide kullanabilme.
P.0.15: Alanindaki bilgileri izleyebilecek ve meslektaslari ile iletisim kurabilecek dizeyde bir yabanci dili gelistirebilme.
P.0.16: Gercek diinya problemlerinde Matematiksel prensipleri uygulayabilme.
P.0.17: Farkli disiplinlerin yaklasim ve bilgilerini Matematikte kullanabilme.

P.O.18: Matematik alanindaki bir problemi, bagimsiz olarak kurgulayabilme, ¢oziim yontemi gelistirebilme, ¢ézebilme, sonuclar degerlendirebilme
ve gerektiginde uygulayabilme.

L.O.1: Klasik ve modern sifreleme tekniklerini (Kaydirma, Yerine Koyma, Afin, Vigenere, Permiitasyon, Hill ve Akis sifrelemeleri) tanimlamak ve
karsilastirmak.

L.O.2: Kriptanaliz yontemlerini (Affine, Substitution, Vigenére, Hill, LFSR akis sifreleri) uygulayarak sifreli metinlerin gtivenligini degerlendirmek.

L.O.3: Temel sayisal ve cebirsel algoritmalar (Oklid Algoritmas, Cin Kalan Teoremi, Euler Phi Fonksiyonu, Pollard ve Dixon algoritmalari)
kullanarak sifreleme ve sifre cozme streclerini analiz etmek.

L.O.4: Pratik uygulamalarda sayi teorisi ve olasilik temelli algoritmalar (Legendre, Jacobi sembolleri; Solovay-Strassen ve Miller-Rabin testleri)
kullanarak gtvenli anahtar Uretimi ve sifreleme stratejilerini degerlendirmek.

L.O.5: RSA ve Rabin kriptosistemleri gibi modern asimetrik sifreleme yontemlerinin matematiksel temellerini kavramak ve sifreleme/desifreleme
sureclerini gerceklestirmek.
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